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PURPOSE:
To provide Internet access to Commonwealth of Virginia Agency customers and visitors without the need for the customer or visitor to access the COV Agency internal network. 
SCOPE:
All COV Agencies that require Internet access for its customers or visitors. 
STATEMENT 


OF PROCEDURE:
This procedure contains specific essential practices that are recommended to achieve and maintain adequate protection of COV computing resources used to allow Agency customers and visitors access to the Internet. 
Internet Kiosk System Security Configuration
1. All computing devices, including network/security devices, must be installed on an isolated network and therefore cannot connect to a COV network segment.

2. The Workstations can only used by authorized visitors to a COV facility or COV personnel without an established COV AD account.

3. Access to the public Internet must be provided by an Internet Service Provide utilizing a non-COV network connection.
Router Configuration

1. Implement Access Control Lists to block external access to the router's IP addresses.
2. Implement Access Control Lists to filter invalid and RFC-1918 addresses per RFC-3330 and BCP 38.
3. Change all default passwords.
4. Disable WAN access to the administrative interface.
5. Disable any neighbor discovery protocols.
6. Disable any non-used ports.
7. Use only default routing / static routing to the ISP.
8. All administrative functions must be conducted using the SSL or SSH protocol.
9. All administrative connections must originate from within the Kiosk environment.
10. Administrative accounts must have strong passwords.
Firewall Configuration

1. Implement Port-Based Address Translation.
2. Implement firewall rules to block all traffic not associated with requests originated from the Kiosk.
3. Enable Stateful-Packet inspection.
4. Enable Deep-packet inspection.
5. Enable IDS/IPS functions.
6. Enable web filtering software.
7. All administrative functions must be conducted using the SSL or SSH protocol.
8. All administrative connections must originate from within the Kiosk environment.
9. Administrative accounts must have strong passwords.

Wireless Network Configuration

1. Change Vendor provided SSID to a unique value.
2. Change vendor provided password to a unique value.
3. Disable the broadcast of the SSID.
4. Enable MAC-based filtering if the wireless devices are provided by the Agency.
5. Require a minimum of WPA-2 personnel security.
6. All administrative functions must be conducted using the SSL or SSH protocol.
7. All administrative connections must originate from within the Kiosk environment.


8. Administrative accounts must have strong passwords.

Layer-2 Switch Configuration

1. Enable port security for all ports (limit MAC address to four unique addresses).
2. Disable all unused ports.
3. Place all unused ports into an isolated VLAN.
4. Disable any neighbor discovery protocol.
5. Do not use VLAN 1 for any network.
6. All administrative functions must be conducted using the SSL or SSH protocol.
7. All administrative connections must originate from within the Kiosk environment.
8. Administrative accounts must have strong passwords.
Kiosk computer systems

1. Workstations must be configured to store temporary files created during use to dynamic memory locations only.
2. Workstations must be configured to clear all temporary files created during use once the current user's session ends.
3. Workstations must be configured such that the user cannot change any configuration files.
4. Workstations must be configured such that the user cannot add, alter, or remove software.
5. Workstations must be configured to log all access and all Internet websites visited during all usage.
6. Workstations must be configured with a software firewall.
7. The firewall software must be configured to allow access to only authorized sites. 

8. The firewall software must be configured to block all traffic not originated from the workstation. 

9. Workstations must have all removal media options disabled or locked down.


10. Workstations must have all vendor operating system software updates installed.
11. Workstations must be configured to install all vendor operating system software updates automatically.
12. Workstations must have anti-virus software installed.
13. Workstations must be configured to install all anti-virus software updates automatically.
14. Any defined User accounts must be limited to the least privileged level.
15. Any defined user accounts must be reviewed on a monthly basis.
16. An image of the drive must be made to allow the workstation to be “wiped clean” on a monthly basis.

17. Standard software must be installed and all security patches maintained.
18. Administrative accounts must have strong passwords.
19. Agency Information Security Officers or their designees will be responsible for security of the workstations.
Public Kiosk Security Guidelines
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