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Purpose: To provide agencies with information on identifying resources for conducting Information Technology (IT) Security Audits that satisfy the requirements set forth in the Commonwealth IT Security Audit Standard (SEC 502-00).  
Please visit the hyperlinks to the IT Security Audit Standard and the IT Security Audit Guideline (SEC 512-00).
IT Security Audit Alternatives - IT Security Audits may be performed by a variety of sources that, in the judgment of the Agency’s management, have the experience and expertise required to perform IT security audits.  These resources may include:
· Agency Internal Auditors,
· Internal  Auditors from other agencies in the Agency’s Secretariat,
· Internal Auditors from other agencies, states or localities in similar business lines (Example:  Lottery IT system auditor from Maryland conducts an IT lottery system audit in Virginia),
· Internal Auditors from other agencies with leave accrued that would allow the auditor to be hired as a wage employee,
· Auditor of Public Accounts for IT systems they audit,
· Commonwealth IT Infrastructure Partnership independent auditors for the IT Infrastructure component,
· Private auditing company, or
· Private firm 
IT Security Audits should not be performed by the IT Systems Operations staff.
If an agency wishes to contract IT auditors from the private sector, the agency may use the services of the IT Contingent Labor program.  IT contingent labor is acquired through eVA either as Staff Augmentation (SA) or as a Statement of Work (SOW). The IT Contingent Labor program works through Computer Aid, the Commonwealth’s Managed Service Provider (MSP).        
Learn more about IT Contingent Labor.
Patricia Bowler - patricia_bowler@compaid.com 

Computer Aid, Inc. Help Desk - (800) 635-5138

Contract Number (VA-051123-CAI)
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	STATEMENT OF REQUIREMENTS (SOR)

(Service or Project Name)




Note:  To complete the Statement of Requirements (SOR) template, replace all italicized text (italicized text) with the requested information, complete information tables as requested, and, for questions with a check box, replace the appropriate check box that reflects Authorized User’s requirement with an “X.”  Detailed instructions for the completion of this template begin on page 9.
1. Date:  (Month Day, 201X)

2. Authorized User:  (Agency or Organization Name)
3. Authorized User Contact Information:
(Authorized User Point of Contact, Title)
(Street Address) 

(City, State, Zip)

Phone:
(Telephone Number)

E-mail:
(E-mail address)
Fax:
(Fax Number)
4. Solicitation Schedule: 

	Event
	Date

	Release SOR
	(mm/dd/yyyy)

	Supplier Response Due
	(mm/dd/yyyy)

	Award Decision
	(mm/dd/yyyy)

	Estimated Project Start Date
	(mm/dd/yyyy)


5. Evaluation and Scoring
Supplier Response must be submitted in the specified Statement of Work (SOW) format and will be evaluated for format compliance.
Supplier Response will be evaluated for technical merit based on its appropriateness to the performance of agency requirements, its applicability to the Commonwealth Agency’s environment, and its effective utilization of Supplier and Commonwealth resources.
(Include any additional evaluation and scoring criteria that will be used).

6. Project/Service: 

(Project Name or Service) 
7. Specialty Area (Check one):
	· Application Development
	· Information Security

	· Business Continuity Planning
	· IT Infrastructure

	· Business Intelligence
	· IT Strategic Planning

	· Business Process Reengineering
	· Project Management

	· Enterprise Architecture
	· Public Safety Communications

	· Enterprise Content Management
	· Radio Engineering Services

	· Back Office Solutions
	· IV&V Services

	· Geographical Information Systems
	· Other IT Specialties




8. Contract Type (Check one):

· Fixed Price, Deliverable-based (preferred)

· Time and Materials, Deliverable-based and Not to Exceed

9. Introduction:
Project History
(Brief history of the project, description of the current situation, background of the business situation, architecture, technical environment, etc.) 
Business Need
(Brief description of the business problem, the project objectives and expectations)
Project Complexity

(Authorized User’s determination of complexity and risk)
Project Management and Organizational Structure

(Description of project’s management and oversight structure)

10. Scope of Work:

This SOR defines the Services required by Authorized User in support of the Project/Service.  
(Define the scope of work)

(Describe any Warranty and Post-implementation Support that is required)

11. Period of Performance:
Implementation of the solution will occur within (XX) months of execution of this SOW.  This includes delivery and installation all of products and services necessary to implement Authorized User’s solution and any support, other than on-going maintenance services. The period of performance for maintenance services shall be (XX months or years) after implementation and may be extended for additional (XX months or years) periods, pursuant to and unless otherwise specified in the Contract.
12. Place of Performance (Check one):
· Authorized User’s Location

​​​​​​​​​​______________________________(City, VA)
· Subcontractor’s Location

_____________________________(City, State)
· Authorized User’s and/or 

______________________________(Explain)
Subcontractor’s Location
13. Project Staffing

a. Supplier Personnel

The roles listed in the table below represent the minimum Supplier personnel requirements for this engagement. 

	Role
	Key Personnel (Y/N)
	Years of Experience
	Certifications
	References Required (Y/N)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


b. Authorized User Staff

The roles listed in the table below represent Authorized User’s staff and the estimated time each will be available to work on the project.

	Role
	Description
	% Project Availability

	
	
	

	
	
	

	
	
	


14. Milestones and Deliverables:
The minimum required milestones and deliverables and the estimated completion date for each deliverable are listed in the following table.

	Milestone
Event(s)
	Deliverable(s)
	Estimated Completion Date

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Supplier should provide all deliverables in electronic form, using the following software standards (or lower convertible versions):
	Deliverable Type
	Format

	
	

	
	


15. Travel Expenses (Check one):

· No travel will be required for this engagement
· Travel must be included in the total fixed price of the solution
· Travel should be invoiced separately (with prior Authorized User approval)
16. Payment (Check all that apply):
· Payment made based on successful completion and acceptance of deliverables
Or

· Payment made monthly for approved work hours performed
· All payments, except final payment, are subject to a (XX)% holdback
17. Acceptance Criteria:

The Project Manager will have (XX) days from receipt of the deliverable to provide Supplier with the signed Acceptance Receipt.

Final acceptance of services provided under the SOW will be based upon (Check one):

· User Acceptance Test

Acceptance Criteria for this solution will be based on a User Acceptance Test (UAT) designed by Supplier and accepted by Authorized User.  The UAT will ensure that all of the functionality required for the solution has been delivered.  Supplier will provide Authorized User with a detailed test plan and acceptance checklist based on the mutually agreed upon UAT Plan.  This UAT Plan checklist will be incorporated into the SOW.

· Final Report

Acceptance Criteria for this solution will be based on a Final Report.  In the SOW, Supplier will define the format and content of the report to be provided to Authorized User for final acceptance.

· Other (specify):  _______________________________________

18. Project Roles and Responsibilities:

	Responsibility Matrix
	Supplier
	Authorized User

	(Responsibility 1)
	· 
	

	(Responsibility 2)
	
	· 

	(Responsibility 3)
	· 
	


19. Security Requirements:
Supplier shall adhere to all of VITA’s standard security requirements, which can be referenced at http://www.vita.virginia.gov/library/default.aspx?id=537#securityPSGs or a successor URL(s).

(Document any additional security requirements over and above the standard security requirements)
20. Performance Bond (Check one):

· Required for (XXX)% of the SOW value
· Not Required

21. Reporting (Check all that are required):
[Note: In an effort to help VITA monitor Supplier performance, it is strongly recommended that the SOW include “Supplier Performance Assessments.” These assessments may be performed at the discretion of Authorized User and are not mandated by VITA.] 
· Weekly or Bi-weekly Status Update 
The weekly/bi-weekly status report, to be submitted by Supplier to Authorized User, should include: accomplishments to date as compared to the project plan; any changes in tasks, resources or schedule with new target dates, if necessary; all open issues or questions regarding the project; action plan for addressing open issues or questions and potential impacts on the project; risk management reporting. 

· Supplier Performance Self-Assessment 
Within thirty (30) days of execution of the SOW, Supplier and Authorized User will agree on Supplier performance self-assessment criteria. Supplier shall prepare a monthly self-assessment to report on such criteria. Supplier shall submit its self-assessment to Authorized User who will have five (5) days to respond to Supplier with any comments. If Authorized User agrees with Supplier’s self-assessment, such Authorized User will sign the self-assessment and submit a copy to the VITA Supplier Relationship Manager. 

· Supplier Performance Assessments 
Authorized User may develop assessments of Supplier’s performance and disseminate such assessments to other Authorized Users of the Contract. Prior to dissemination of such assessments, Supplier will have an opportunity to respond to the assessments, and independent verification of the assessment may be utilized in the case of disagreement.
· Other(s) (Specify) ___________________________________________

22. Federal Funds (Check one):
· Project will be funded with federal grant money 
· Project will be funded with federal ARRA funds

· No federal funds or ARRA funds will be used for this project
23. Training and Documentation:
a. Training is:
· Required as specified below

· Not Required
Training Requirements:

(Specify specific training requirements)

b. Documentation is:
· Required as specified below
· Not Required

Documentation Requirements:

(Specify specific documentation requirements)

	
	


24. Additional Terms and Conditions:
The services to be provided are subject to the following additional provisions:

(Describe or N/A)
25. (Optional) Scheduled Work Hours:

 (Specify any restriction on work hours and building access, if applicable)

26. Facility and equipment to be provided by Authorized User:
(Describe the facility and equipment Authorized User will provide to Supplier staff)
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The purpose of this document is to assist Authorized Users in completing the Statement of Requirements (SOR) for the acquisition of information technology services.  

For additional assistance in developing the requirements for this engagement, please refer to Chapter 12 – Statements of Work for IT Procurement on VITA’s Web site.

http://www.vita.virginia.gov/scm/default.aspx?id=5522
Service or Project Name

In the title block, replace “(Service or Project Name)” with the type of service or the project name for this engagement.
1. Date:   

Enter today’s date.
2. Authorized User:   

Enter the name of the Agency or Organization that is seeking to procure information technology services. 
3. Authorized User Contact Information:
Authorized User Point of Contact (POC) is the person to whom Suppliers will direct their SOR/SOW questions to while they are preparing their response to this SOR prior to the submission date.  Enter Authorized User POC contact information. 

4. Solicitation Schedule: 

Enter the date for each event in the Solicitation schedule.  Event names can be modified to meet the needs of the specific type of engagement for which services are being procured.
5. Evaluation and Scoring
For evaluation and scoring of Suppliers’ responses to the SOR, include any additional evaluation and/or scoring criteria that will be used (e.g., technical proposal, cost, SWaM commitment).

6. Project/Service: 

Enter the type of service or the project name for this engagement.
7. Specialty Area (Check one):
Replace the check box with and “X” next to the Specialty Area that best matches the information technology services to be procured (e.g., X  Application Development).

8. Contract Type (Check one):

Replace the check box with an “X” next to the Contract Type for this engagement.

Note: Virginia Information Technologies Agency (VITA) prefers that all SOW engagements be designated as fixed price, deliverable-based projects.

9. Introduction:
Project History

Provide a short history of the project, including any pertinent dates.  Provide additional information including, but not limited to, the current situation, the business situation, the architecture and technical environment.
Business Need
Provide a brief description of the business problem, the project objectives (e.g., in-house development, contractor development, COTS implementation), as well as a description of the project expectations (e.g., performance or service-level expectations).
Project Complexity

Provide a statement of Authorized User’s determination of the risk and complexity of the project (i.e., high, medium, low).  Some factors that determine a project’s complexity level are: large size (staff and/or budget), new/emerging technology, fixed schedule, or fixed cost.

Project Management and Organizational Structure
Provide a description of the project’s management and oversight structure and composition.

10. Scope of Work:

Document the scope of work (i.e., work to be performed) for this engagement.  Describe post-implementation support that is required.  

11. Period of Performance:
Enter the number of months or years to replace the italicized text to complete the paragraph that defines the period of performance for this engagement.
12. Place of Performance (Check one):
Work can be performed at Authorized User’s work location, Subcontractor’s work location or a combination of the two.  Replace the check box with an “X” next to the selection that indicates where the work is to be performed, and enter the city, state or additional information as requested.

13. Project Staffing

a. Supplier Personnel

List the minimum Supplier personnel roles required for this engagement.  For each role, indicate if the role is a Key Personnel position, the minimum number of years experience and any certifications required (e.g., PMP, MCSD).   Supplier personnel references may be required at Authorized User’s discretion.  The table below provides an example of a completed table for Supplier personnel.
	Role
	Key Personnel (Y/N)
	Years of Experience
	Certifications
	References Required (Y/N)

	Project Manager
	Y
	5
	PMP
	Y

	Tester
	N
	3
	N/A
	N

	.Net Developer 2
	N
	5
	MCSD
	N


b. Authorized User Staff

Specify Authorized User staff that will be assigned to the project and the percentage each will be available to work on the project.  The table below provides an example of a completed Authorized User Staff table.
	Role
	Description
	% Project Availability

	Subject Matter Experts
	Provide business knowledge and expertise
	50%

	Developers
	Perform coding and unit test
	100%

	Database Administrator
	Database support
	10%


14. Milestones and Deliverables:
Enter the engagement’s major milestone events, the deliverable(s) associated with each milestone and an estimated completion date for each deliverable.  Below is an example that shows the milestones and associated deliverables for an application development project.   
	Milestone
Event(s)
	Deliverable(s)
	Estimated Completion Date

	Project Kick-off 
	Meeting Presentation
	1/15/11

	Requirements Complete
	Detailed Design Document
	3/21/11

	Code and Unit Test Complete
	Source Code
	8/16/11

	User Acceptance Testing
	UAT Test Results and Acceptance Checklist
	9/30/11

	Training Complete
	Training Manual
	10/30/11

	Implementation Complete
	Completed Production Checklist
	11/11/11


List the deliverable types (e.g., Excel spreadsheet, presentations) that will be used on the engagement along with the required standard format for each.   The example below illustrates a completed table.

	Deliverable Type
	Format

	Text Document
	Microsoft Word 2003

	Spreadsheets
	Microsoft Excel 2003

	Presentation
	Microsoft PowerPoint 2003/Visio 2003

	Project Management
	Microsoft Project 2002


15. Travel Expenses (Check one):

Replace the check box with an “X” next to the selection that indicates whether Supplier should expect travel as part of this engagement, and, if travel is likely, whether travel costs are to be included in Supplier’s total fixed price bid or invoiced separately. 

16. Payment (Check all that apply):
Replace the applicable check box(es) with an “X” next to the Payment terms for this engagement.

If a holdback is required for this contract, enter the percentage holdback (e.g., 10%) that will apply to all approved milestone/deliverable payments.  The net payment for each milestone/deliverable on Supplier’s invoice must be reduced by the holdback amount. Following completion of solution implementation and final milestone/deliverable approval, Supplier will submit a final invoice to Authorized User for the final milestone payment amount plus the total holdback amount retained by Authorized User.  

Consider a holdback for both Fixed Price and Time and Materials type work.  The SOW Template specifies that the holdback will only be paid upon acceptance of the deliverables.  For T&M type projects, there is a risk that the deliverables may not be completed within the agreed upon price, specifying a holdback provides an incentive for the Subcontractor to complete the work within the specified cap.

If “Fixed Price, Deliverable-based” was selected as the Contract Type, check the “Payment made based on successful completion and acceptance of deliverables” check box.

If “Time and Materials, Deliverable-based and Not to Exceed” was selected as the Contract Type, check the “Payment made monthly for approved work hours performed” check box.

17. Acceptance Criteria (Check one):

Final acceptance of services provided under the SOW is typically based on User Acceptance Test or a Final Report depending on the type of engagement.  Replace the check box with an “X” next to the selection that identifies the final acceptance criteria for this engagement.  If another form of acceptance criteria is more appropriate for this engagement, place an “X” next to the “Other” check box and specify the acceptance criteria.

18. Project Roles and Responsibilities:
List the areas of responsibility for the engagement.  For each area of responsibility, indicate with a check mark whether each item listed is the responsibility of Supplier, Authorized User or a shared responsibility. The table below provides an example of a completed Supplier and Authorized User Responsibility Matrix.
	Responsibility Matrix
	Supplier
	Authorized User

	Infrastructure – Preparing the system infrastructure that meets the recommended configuration
	
	· 

	Server Hardware
	
	· 

	Server Operating
	
	· 

	Server Network Connectivity
	
	· 

	Relational Database Management Software (Installation and Implementation
	
	· 

	Server Modules – Installation and Implementation
	· 
	

	PC Workstations – Hardware, OS, Network 
	
	· 

	PC Workstations – Client Software
	
	· 

	Application Installation on PC Workstations
	· 
	

	Wireless Network Access Points
	· 
	

	Cabling, Electric and User Network Connectivity from Access Points
	
	· 

	Wireless Mobile Computing Products – Scanners, Printers
	· 
	

	Project Planning and Management
	· 
	· 

	Requirements Analysis
	· 
	· 

	Application Design and Implementation
	· 
	

	Product Installation, Implementation and Testing
	· 
	

	Conversion Support
	· 
	

	Conversion Support – SME
	
	· 

	Documentation
	· 
	

	Training
	· 
	

	Product Maintenance and Support
	· 
	

	Problem Tracking
	· 
	· 

	Troubleshooting – IT Infrastructure
	
	· 

	Troubleshooting – Solution
	· 
	


19. Security Requirements:
Provide (or reference as an Attachment) Authorized User’s security requirements.  For any individual Authorized User location, security procedures may include but may not be limited to: background checks, records verification, photographing, and fingerprinting of Supplier’s employees or agents.  Supplier may, at any time, be required to execute and complete, for each individual Supplier employee or agent, additional forms that may include non-disclosure agreements to be signed by Supplier’s employees or agents acknowledging that all Authorized User information with which such employees and agents come into contact while at Authorized User site is confidential and proprietary. Any unauthorized release of proprietary information by Supplier or an employee or agent of Supplier shall constitute a breach of the SOW.

20. Performance Bond (Check one):

Replace the check box with an “X” next to the selection that indicates whether a performance bond is required for this engagement.  

21. Reporting (Check all that are required):
Replace the check box(es) with an “X” next to the reporting requirements for this engagement.   If additional reports are required, list them under the “Other” category.

22. Federal Funds (Check one):
Replace the check box with an “X” next to the selection that indicates whether federal funds, ARRA funds or no federal funds will be used for this project.

23. Training and Documentation:
c. Training is:
Replace the check box with an “X” next to the appropriate response to indicate whether training is required for this engagement.  If training is required, specify the specific training requirements for this engagement.

d. Documentation is:
Replace the check box with an “X” next to the appropriate response to indicate whether documentation is required for this engagement.  If document is required, specify the specific documentation requirements for this engagement.
24. Additional Terms and Conditions:
List the additional terms and conditions specific to this engagement, if any.

25. (Optional) Scheduled Work Hours:
Specify any restriction on work hours and building access, if applicable.
26. Facility and equipment to be provided by Authorized User:
Describe the facility and equipment Authorized User will provide to Supplier staff.  The paragraphs that follow provide an example that can be used in its entirety, or the paragraphs can be modified to meet the requirements for the specific Authorized User’s facility.

Example:

Authorized User has limited workspace, furniture and equipment available and only on a temporary basis. Permanent office space, furniture and equipment are the responsibility of the Supplier. While on-site at the project location, Authorized User will provide access to a copier, fax, the agency LAN and the internet (for up to two connections).  Authorized User will also provide temporary desk space.  Supplier must provide any cell phones, personal computers or laptops required by the Team.  The VITA technical staff supporting the agency’s network must verify that any personal computers or laptops meet minimum-security configuration standards (e.g., current virus protection) before any equipment may be connected to the agency’s LAN.
Authorized User will also provide access to all Project/Service-related information, including, but not limited to, technical documentation and project status and financial data and to project and Supplier personnel for information related to the project.

IT Security Audit Resources
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