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Agenda

Defining Data Science

A model for internal and external consistency

Implementing a Sustainable Growth Plan

Identifying gaps, and meeting them with a strong public partnership

Building A School Without Walls

Bounded ambition in an inclusive, collaborative, vibrant, and dynamic
community



Defining
Data Science

Creating alignment, understanding, and
consistency in growth and development
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The Matrix of the Model

Education

Finance

Digital
Humanities

Public Policy

[UNIVERSITY
IVIRGINIA

SCHOOL ¢f DATA SCIENCE

Aggregating
student data

Cybersecurity
and fraud

Sensor Network
data

Aggregating
agency data

Predictive
models for K-12

Adversarial
models for fraud

Text analytics on
corpus

Predictive
policing

Push campaigns

Investment
storytelling

Data
representation

COVID
dashboards

Bias and social
inequalities

ROI of Data
Science

Data creation
and evaluation

Security and
privacy




Excellence - What we do, we do
best.

Inclusivity - We respect people,
value diversity, and are
committed to equity.

Openness - We are committed
to open innovation and

CO re Va I u eS transparent teamwork.

Be FAIR! - We support the
ability Find, Access,
Interoperate, and Reuse data
and all other research and
education products

1 https://doi.org/10.1038/sdata.2016.18
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https://doi.org/10.1038/sdata.2016.18

Implementing a Sustainable Growth Plan
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Opportunities for Engagement

e (Capstone projects
MSDS projects for solving real-
world data problems (includes
agency projects)

Pa rtn e rSh i p e Sustainable project alighment
Ongoing opportunity for
collaboration and mutually
beneficial engagement
Data Justice Academy
Building bridges and creating
opportunity

UNIVERSITY :
m (R,IRGINIA SCHOOL of DATA SCIENCE




How we make it happen

Philanthropy

Transformative gifts for growth

Sustainability giving plans

Research

Growth of broad-based funding
Resou rces Addressing grand challenges

Tuition

Competitive, but affordable

Creating opportunities

Partnership

Corporate and public

partnership

Mutually beneficial

opportunities

UNIVERSITY :
m (R,IRGINIA SCHOOL of DATA SCIENCE
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Program
Development

IVERSITY =
RGINIA SCHOOL of DATA SCIENCE

Programs

Master of Science in Data Science
Residential 11-month

Online 5 semester

Professional Masters with experiential
learning

Undergraduate Minor

Meets the model of data science
Prepares for data literacy with any field
PhD (forthcoming)

Establishes a research strength

Allows for integration and collaboration
across fields

Undergraduate Major (forthcoming)
Follows the model of data science
Create depth of understanding

Creates a new standard for the field
Encourages and promotes diversity
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Building a School Without Walls

VERSITY
IRGINIA

e Program Development

Research, academic, and community
program development is at the core of what
we do and how we grow in size and impact.

e Administration

Development of policies and procedures to
determine how to grow and scale is
important for growth and retention.

e Open and Responsible

A commitment to openness in practice and
dissemination and the practice of data science
whereby all aspects of these endeavors include
ethical, legal and policy factors.

SCHOOL of DATA SCIENCE

Diversity, Equity, and Inclusion

Recognizing and addressing issues of diversity,
equity, and inclusion in data science and
academia is paramount to building community.

Recognition

The recognition of the role all people associated within
and outside the School play in building a School and
developing people in alignment with priorities

Collaboration

Collaboration among disciplines, institutions, and
within the community while pushing the boundaries
of traditional academia. Serving as R&D for state
and local government.
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VALOR * SERVICE * PRIDE

Rise of Cyber Crime

Virginia Fusion Center

High Tech Crimes Division
Virginia Computer Crimes Act
Reporting Cyber Incidents
VSP Response

Preparing for the Inevitable
Question / Comments



Rise of Cyber Crime

Since March 2020, the Commonwealth has experienced a
significant increase in cyber related crimes, many of those
specifically targeting governmental entities.

Currently averaging 1+ significant incident per month

VALOR « SERVICE * PRIDE

Historic average was 3 or less per year.

Organizations of all sizes (and budgets) have been
affected.

WWW.VSp.virginia.gov



Common Incident Types

Any cyber incident can be report to VSP. Commonly
reported events include:

* Business Email Compromise
* Credential Theft

* Network Intrusion

« Ransomware

VALOR « SERVICE * PRIDE

This is a common pattern for the evolution of an attack.

WWW.VSp.virginia.gov



Common Attack Vectors

A variety of exploits have been utilized but the majority are
taking advantage of easily preventable vulnerabilities.

 Weak IT Passwords

* Vulnerable Operating Systems

* Improperly Configured Security

* Overly Permissive Firewall Rules
» Lack of sufficient backups

VALOR « SERVICE * PRIDE

WWW.VSp.virginia.gov



Virginia Fusion Center

Collaborative effort of state and federal agencies working in
conjunction with local partners to share resources, expertise, and/or
information to better identify, detect, prevent, and respond to terrorist
and criminal activity utilizing an all crimes/all hazards approach.

» Multi-Jurisdictional Information Sharing Center

» Centralized Reporting

» Resource organization and coordination

» Facilitates communication between stakeholders

VALOR « SERVICE * PRIDE
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WWW.VSp.virginia.gov



High Tech Crimes Division

Primarily responsible for assisting local, state, and federal
partners with investigations involving electronic devices and
information. Primary unit tasked with investigating
computer related and child exploitation offenses defined by
the Code of Virginia.

VALOR « SERVICE * PRIDE

Made up of four sections:

 High Tech Crimes Section

Computer Evidence Recovery

Tactical Support

NoVA Internet Crimes Against Children Task Force

WWW.VSp.virginia.gov



Computer Crimes Act

Defined in Title 18.2, Chapter 5, Article 7.1. Commonly applicable
sections:

 §18.2-152.3. Computer fraud

« §18.2-152.4. Computer trespass
 §18.2-152.5. Computer invasion of privacy
 §18.2-152.6. Theft of computer services

« 18.2-152.7:1. Harassment by computer

VALOR « SERVICE * PRIDE

Generally Class 1 Misdemeanors, can rise to Class 3 to 6 Felonies
under certain circumstances.

https://law.lis.virginia.qgov/vacodefull/title18.2/chapter5/article7.1/

WWW.VSp.virginia.gov


https://law.lis.virginia.gov/vacodefull/title18.2/chapter5/article7.1/

VALOR * SERVICE * PRIDE

VSP is responsible for investigating computer based crimes
in @ manner consistent with all other crimes. Your
equipment, personnel, and actions are part of that
investigation (don’t panic).

While the vast majority of cyber incidents are from external
threat, that is not always the case. Transparency is
important to making an early determination of the source of
the attack.

It is possible that someone in your organization or a former
employee is involved in the incident.



Cyber Incidents

You are not alone.

VALOR « SERVICE * PRIDE

WWW.VSp.virginia.gov



Reporting Cyber Incidents

Contact the VSP Fusion Center

vic@vsp.virginia.gov (monitored 24/7)

Recommended Notifications

* Chain of Command

« Legal Staff

 Cyber Insurance Provider
« VITA (if applicable)

VALOR « SERVICE * PRIDE

WWW.VsSp.virginia.gov


mailto:vfc@vsp.virginia.gov

Response Assessment

VSP will facilitate a virtual meeting with stakeholders and
assistance providers such as FBI, MS-ISAC, VITA, CISA to
determine the following:

« Contact Information

« Basic details and timeline

» Scope of the incident

* Impacted services

» Potentially exposed information
» Additional resources needed

* Next Steps

VALOR « SERVICE * PRIDE

WWW.VSp.virginia.gov
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When on-scene response is requested our goals are simple:

* Quick response

 ldentify potential vulnerabilities

« Stop unauthorized access

 ldentify affected devices

» |solate affected devices

» Provide advice/consultation for safe restoration
 ldentify the threat actor

We want to get you to a “safe” state as soon as possible.



VALOR * SERVICE * PRIDE

HTCS resources are often on-scene the same day the report is
made. Our core services during a response are:

* Interviews

* Device triage on affected devices

« Full disk imaging for preservation and analysis
» Full Network traffic capture

* Log Analysis



VALOR * SERVICE * PRIDE

Recent employee terminations

Current disgruntled employees

New or varied 3rd party contractors
Inventory of devices

Current Network Map

External access policies

Suspicious email campaigns

Suspicious access attempts

Out of date software in use

IT Password complexity, re-use, lifespan
New software installations

New network equipment

Reported infections by contractors or 3rd party providers



Cyber Incident Lifecycle

&— Typical VSP Involvement —e

VALOR « SERVICE * PRIDE

WWW.VSp.virginia.gov
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Recovering from IR events are often a complex series of
tasks performed by a variety of stakeholders over a long
period of time to complete the mission.

* Provide endpoint monitoring and protection
* Re-image devices

* Re-build network services

* Provide temporary hardware and software
* Analyze IT policy and procedure



Prepare for the Inevitable

VALOR « SERVICE * PRIDE

Strong passwords are free, weak ones will cost you

WWW.VsSp.virginia.gov



Prepare for the Inevitable

If your organization isn’t doing the following minimum priorities, you
are a ripe target for ransomware. These are relatively easy to
accomplish and cost much less than a single ransomware event to
complete (most cost nothing). It is never too late to start.

Password Audit for strength, re-use, and lifespan.

VALOR « SERVICE * PRIDE

« Upgrade ALL out of date Operating Systems

« Backup Audit - Test restoration and ensure some copy is offsite
and offline

» Firewall Rule Audit - ensure that no unnecessary traffic is allowed
externally and internally WWW.VSp.virginia.gov
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Prepare for the Inevitable

Use Network Segmentation
Ensure up to date endpoint protection and definitions

Least privilege Audit - ensure that authority is properly scoped
to the minimum that is needed to accomplish any task

External access Audit - Do you really need that VPN access? Is
the user properly restricted once connected to the network?

Up to date Network map - Physical and Logical - this will help
you identify weak points and unnecessary traffic as well as
being an asset in recovery if needed.

WWW.VSp.virginia.gov



Advanced Preparation

« Offsite log management

« Patch / Update management

* Penetration testing

« Security awareness training

« Media destruction protocol

* Physical access controls

« Change management

« Update Software and vendor contact lists

« Inventory of sensitive info locations (PlII, etc)

VALOR « SERVICE * PRIDE

WWW.VSp.virginia.gov
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Surviving Ransomware

Backups - not Copies

» Having only an on-network copy of your files is not good

» Ensure that your organization has a backup policy and procedure
that keeps critical data off-network

» Validate your backups

» Test your restoration procedure before you need them

WWW.VSp.virginia.gov
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Cyber Attacks are Increasing Rapidly
Preparation and IT are key to prevention
Strong passwords are free

You are not alone

You can survive ransomware

VSP and partners are here to help



Questions /| Comments

Email Contacts

bci.htcd@vsp.virginia.gov

vic@vsp.virginia.gov

VALOR « SERVICE * PRIDE

WWW.VSp.virginia.gov
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Ransomware Evolution, Challenges and Solutions

Managing Director — Government Solutions



©2021 Mandiant

About the Presenter

Jon Ford

Managing Director, FireEye Mandiant
Based in San Antonio TX, USA

Leads a team of incident responders that have responded to
over a thousand incidents

20+ years of experience with incident response and red
teaming

Previously led the global Incident Response teams at the FBI
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Did You Know?



Alerts from only

DEEP DIVE INTO CYBER REALITY

of attacks are correlated by SIEMs

Source: FireEye Mandiant 2020 Security Effectiveness Report, April 2020 C“;‘! ’

©2020 FireEye Proprietary & Confidential

() 42  ©2021 FireEye




Organizations are
completely missing or
unaware of executed
attacks

Broken Processes &

Misconfigured Tools...

©2020 FireEye Proprietary & Confidential

RESEARCH DEMONSTRATES WHY BREACHES SO FREQU

Not preventing over

On average

of ransomware
attacks...

of attacks go
undetected

Source: FireEye Mandiant 2020 Security Effectiveness Report



Evolution of the Security Validation Program

Leveraging testing & validation, shifting from establishing a
program, to enabling measured business objectives...

TIER 2
AUTOMATED SECURITY CONTROLS
MANUAL PEN TESTING RED TEAMING EFFECTIVENESS

e Proprietary & Confidential

() 44  ©2021 FireEye

TIER 4
INTELLIGENCE-LED SECURITY
VALIDATION




AHacker Dwell Time

Year Over Year

Over A Decade

Compromise
Notifications

2013 2014 2015 2016 2017 2018 2019 2020

External
Notification

' ©2021 Mandiant 45



Inital Infection Vector, 2021 (When Identified)

Most Frequently Seen Malware Families, 2021

[ W3
W supply Chair

2021 Trends

Americas Median Dwell Time, 2016-2021

Dwell time (days)

2018 2017 2018 2018

Notifications All mmm External

Internal

©2021 Mandiant
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Multifaceted Extortion

« “Multifaceted extortion” is the act of leveraging multiple techniques to coerce
victims
— Theft of sensitive data
— Deployment of ransomware encryptors
— Public shaming
— Amplification through the media
— Distributed denial of service attacks
— Extortion of business partners and customers
— Personal attacks and harassment of employees

* Maze made this trend mainstream at the end of 2019
* Replicated by many other threat actors

* Surge in compromises of organizations in September and October 2020

I v l ©2022 Mandiant



Evolution of Ransomware

CryptoLocker

?

©2021 Mandiant

?

2014

SamSam

?

?

WannaCry /
NotPetya

?

Ryuk Victim Naming and
Shaming Trend
FING6 incorporates Begins
ransomware in Q4
2019

Indictment and
Sanctions of
Dridex operators
(“EvilCorp”)

Indictment and
Sanctions of
SamSam
operators

Revil,
DopplePaymer,
Conti, Netwalker
and others create
public shaming
sites

?

2020

Targeting of
Healthcare
Organizations

Colonial Pipeline
incident

?

FBI reclaims
partial extortion
payment

48



Evolution of Ransomware

A
L8g —\ v
=

Operational Post ) M U LTI FACETE
technolo hours compromise
. D EXTORTION

(559)

|

(

Regulators Media Customers

) (

Personal identifiable
information

| ©2021 Mandiant

)

Intellectual property

49



Evolution of Ransomware

POST COMPROMISE
APPROACH

Credential Theft
Internal Reconnaissance

» Lateral Movement Tools
Escalate Privileges

Delete Backups

alllDg

»

| ©2021 Mandiant

»

2ND

CTACE
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Victim Shaming Sites and Data Exposure

MAZE - Tor B

& Dopple leaks

[N '] =.onion
Happy Blog

< ) me Proofs Leaks Mirror T

atest proofs: Below you can find private data of the companies which were hacked by DoppelPaymer. This
Happy Blog Auction me companies decided to keep the leakage secret. And now their time to pay is over.

Ltd

Founded in 19

Il Latest leaks: i | Publshed

5, S.A. de C.V.

Views: 11949 | Publist

Views: 1136 | Pu

L

| ©2021 Mandiant
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Data Theft and Extortion At Scale
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Data Theft and Extortion at Scale

« Aseries of security vulnerabilities in a secure file
transfer solution are identified by a threat group

« A group exploits the vulnerabilities and steals sensitive
corporate data from dozens of organizations

« A month later, many victims receive extortion
demands - some that don’t pay have their data published
on the threat actor’s victim shaming site

* Vendor engages Mandiant to perform a security
assessment of their product

« Mandiant identified additional security vulnerabilities
and validated all known vulnerabilities are patched

I v | ©2022 Mandiant

=
CIETET N

Security Update

MANDIANT ISSUES FINAL REPORT REGARDING ACCELLION FTAATTAC

Mandiant validates full remediation of all known security
vulnerabilities in the FTA product

Accellion, Inc., provider of Kiteworks, the industry’s first ent

Qualys Update on Accellion FTA
Security Incident

'S

!i.u Ben Carr, Chief Information Security Officer, Gualy

Update March 11, 2021 to t Marct

53



Multifaceted Extortion Intrusion Root Causes

Most common techniques

Email-based phishing

Commodity malware

Exploitation of known and patched vulnerabilities

Stolen credentials and lack of multifactor authentication on remote access
Zero day vulnerabilities

Supply chain attacks (compromising service providers who have credentials or network access to other organizations)

N o vk~ w npoE

Collaboration with initial access brokers (who may use any of the above techniques)

More recent trends include:
1. Telephone based social engineering
2.  Use of non-privileged credentials, data theft, and extortion (no deployment of encryptors)

3.  Stolen credentials and MFA push/call spamming

M ©2022 Mandiant 54



Ransomware Learnings and Observations

* Threat actors often disable endpoint detection and response (EDR) solutions before
deploying malware

* Encryptors are often deployed through the following ways:
— Batch scripts, PSExec, WMI, etc.
— Group Policy Objects
— Software deployment technology used by the victim
* Intrusion durations vary significantly:
— Some intrusions are executed and completed within hours or days

— Some intrusions have significant dwell time, usually due to access handover to other groups

I v l ©2022 Mandiant
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Ransomware Learnings and Observations

The vast majority of threat actors that deploy ransomware are financially motivated
(however some governments conduct extortion as a false flag)

Ransomware and multifaceted extortion operators are very loud — several opportunities to
detect and respond to intrusions

56



Ransomware Recovery Challenges

M

Ransomware recovery time depends on multiple variables:
— Scope of the disruption
— Resiliency of the backup and restoration systems and processes
— Preservation of systems and evidence
— Access to ransomware decryptors

— Speed and efficacy of ransomware decryptor

Recovery usually takes days. Can take weeks or months for full recovery for some
organizations

©2022 Mandiant
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Extortion Considerations

1 How quickly can you recover your systems and data on your own?

2 How reliable is the threat actor?

: Did the threat actor steal data before they deployed their encryptors? How sensitive is the data that

they stole?
4 Does the threat actor still have active access to your network?
5 Will cybersecurity insurance cover the claim?
6 If considering payment - Is the threat actor sanctioned by the U.S. Department of Treasury?

I v l ©2022 Mandiant
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Learnings from Paying Threat Actors

1 Threat actors usually have multiple backdoors and can technically re-encrypt data if they wanted to
2 You don’t know who you’re paying - some threat actors are sanctioned
3 : Many threat actors are reliable — their business model depends on it

Many threat actors move on to the next target when paid — they have plenty of victims to choose

4 . from
5 No guarantees that stolen data will be deleted (despite providing “proof” of deletion)
6 Prior to 2019, we observed many threat actors that publicized stolen data and re-extorted victims

. after being paid

M ©2022 Mandiant 59



Proactive
Protection and
Hardening

©2021 Mandiant



Incident Response Best Practices
Develop an incident response plan before you need it

Conduct a Ransomware Assessment to know your exposure to a

ransomware attack

Ensure everyone is aligned on the same goal: detection, response,

then recovery
Communicate frequently and with full transparency

Practice empathy but set expectations - it's OK not to know the

answer

61
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Common Initial Access Methods

Threat Actor Investment

High
(e
o
009‘“
Low Attack Surface Reduction & Detection Investment High

| ©2021 Mandiant
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Proactive Protection and Hardening - Access

Identify and harden and pathways into
an environment

Scan / Identity / Mitigate

access methods for external-facing assets
Strong authentication + MFA

external-facing systems from internal infrastructure
and identities

Use for daily usage
(including when accessing email and external resources)

(external senders) and harden / patch MS
Office

Remove for standard users

' ©2021 Mandiant
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Proactive Protection and Hardening - Credentials

Identify privileged accounts and groups —and
for privileged
accounts

Leverage the for
AD-based privileged accounts

Enforce for privileged accounts —
with logon and access restrictions enforced

Remove the capability for
to be used for remote logons to other
endpoints

Randomize the password for the built-in local
administrative account on endpoints

Harden endpoints so that are
not stored in memory

©2021 Mandiant
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Proactive Protection and Hardening - Connectivity

Enforce between security
and operation zones

Restrict communications
Disable on endpoints

Restrict the scope of accounts that can
and interface with endpoints

Harden remote access methods for connecting to
endpoints

Leverage and privilege access
workstations (PAWSs) for performing administrative
tasks

Disable or restrict access to
on endpoints

©2021 Mandiant

65



Enforce both and
between environments (ex: IT and OT)

Establish and exercise for Domain
Controllers / IAM stores / critical assets and data

Enforce (external communication
flows) for servers, core assets, and OT assets

management interfaces for
networking and security devices — including
virtualization infrastructure

Prevent external comms on SMB

Additional Proactive & Protective Focus Areas

AR RN
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Ransomware Protection and Containment Strategies

c’ F | REEYE i Produ Mandian

Home reEy at Rasearch

Threat Research

Ransomware Protection and Containment Strategies:
Practical Guidance for Endpoint Protection, Hardening,
and Containment

September 05, 2019 | by Matthew

| ©2021 Mandiant
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For More Information and Intelligence

Proactive Preparation and Hardening
to Protect Against Destructive Attacks

Available at:
https://www.mandiant.com/resources/p
rotect-against-destructive-attacks

Mandiant Advantage
Available at: mandiant.com/ti-free

| ©2021 Mandiant

MANDIANT

Proactive Preparation and Hardening to
Protect Against Destructive Attacks

68



CHECK OUT
MANDIANT

©2021 Mandiant
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COV-WIDE PHISHING CAMPAIGN
MARCH 2022

KATHY BORTLE & JAMES STURDEVANT, SR.

Incident Response Specialists
VITA/CSRM/THREAT MANAGEMENT TEAM

APRIL 6™, 2022
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OVERVIEW

OVERVIEW

March 2022 Phishing Campaign (Q1 2022)

VITA selected five messages that should have been relatively easy to identify to set a baseline. These messages
were sent to all users with an active email address. The test for each group ran for three days after message
delivery to collect the results. Any messages that bounced due to an account being disabled, were removed from
the results before being sent to the I1SO.

Here's what we learned.....

—

. All domains need to be verified as whitelisted before the campaign starts.

N

All user accounts need to be verified as active before the campaign starts

3. The exhaustive report, which provides the actions a user performed, is limited to 2,500 rows not 2,500 users.

>

The .CSV file is meant to hold all results.

Vi

RGlNlA ita.virgini | Virginia ITA
IT AGENCY vita.virginia.gov | Virginia IT Agency
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MARCH 2022
PHISHING CAMPAIGN
RESULTS




COV RESULTS BY ACTION TAKEN

MARCH 2022

11,000
10,000
9,000
8,000
7,000
6,000
5,000
4,000
3,000
2,000
1,000

Opened Clicked Extended (Interacted) Failed Received Training

=

GINIA
GENCY

vita.virginia.gov | Virginia IT Agency

> o

T

\\\\\



7,000 -

6,000

5,000

4,000

3,000

2,000

1,000

COV RESULTS BY PHISHING MESSAGE

MARCH 2022

Thanks for contacting Apple Confirm Your Travel Plans FW: Password Review New Invoice Documents

\\\\\

Vi

T

Support

RGINIA
AGENCY

m Delivered = Opened = Failed

Corrected W-2

vita.virginia.gov | Virginia IT Agency



AGENCY RESULTS BY ACTION TAKEN

MARCH 2022

// Agencies
~ oy
ay Agencies

Failed ‘ Small Agencies

Extended =

Training

vita.virginia.gov | Virginia IT Agency



250 -

200

150

100

50

RESULTS BY PHISHING MESSAGE

SMALL AGENCIES

March 2022

Thanks for contacting Apple Confirm Your Travel Plans FW: Password Review New Invoice Documents
Support

\\\\\

— =
> o

|
T

GINIA
GENCY

m Delivered © Opened = Failed

Corrected W-2

vita.virginia.gov | Virginia IT Agency



900 -

800 -

700

600

500

400

300

200

100

RESULTS BY PHISHING MESSAGE

MEDIUM AGENCIES

March 2022

Thanks for contacting Apple Confirm Your Travel Plans FW: Password Review New Invoice Documents
Support
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m Delivered = Opened = Failed

Corrected W-2

vita.virginia.gov | Virginia IT Agency



6,000 -

5,000

4,000

3,000

2,000

1,000

RESULTS BY PHISHING MESSAGE

LARGE AGENCIES

March 2022

Thanks for contacting Apple Confirm Your Travel Plans FW: Password Review New Invoice Documents
Support
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m Delivered © Opened = Failed

Corrected W-2

vita.virginia.gov | Virginia IT Agency



COV VS AGENCY ACTIONS TAKEN

MARCH 2022

100%
90%
80%
70%
60%
50%
40%
30%

20%

10%

Messages Opened Links clicked Interacted with Failed Test Received Training
Message
m Small m Medium W Large CoV
> VIRGINIA
ZZ IT AGENCY



SUCCESS RATE OF PHISHING MESSAGES
MARCH 2022

Thanks for contacting Confirm Your Travel FW: Password Review New Invoice Corrected W-2
Apple Support Plans Documents
m Small m Medium W Large CoV
> VIRGINIA
ZZ IT AGENCY
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EXAMPLE REPORTS

REPORTING RESULTS

There are three types of reports that CSRM pulls once a phishing campaign
has been completed. These are:

* Full Report
« Exhaustive Report

+ Repeat Offenders Report — this report will be available after the user
participates in multiple campaigns

« CSV Export - this file will contain all results for that test.

vita.virginia.gov | Virginia IT Agency



EXAMPLE REPORTS - FULL REPORT

FULL REPORT

INCLUDES:

 TEST SUMMARY

* PHISHING TERM APPENDIX

Full Report

SANS Phishing

Test: PSW - Amazon Discount Test #1
Start: 2021-05-05 09:12:00
End: 2021-05-12 18:12:00

Report Date: 04/05/2022 1:08 pm EDT
Prepared By: Kathy Bortle
Contact: kathy.bortle@vita.virginia.gov

vita.virginia.gov | Virginia IT Agency



EXAMPLE REPORTS - FULL REPORT

FULL REPORT TEST SUMMARY

PSW - Amazon Discount Test #1 Test Summary

Cwse Sem e Ny D5, ST O L2 e TOT Net Reporter Score - _
Comte Ercac: ey T2 SO24 OB 2 pen TOT it Terpets Tt 3
e —— Mimy Dt ST+ A4 S EET NRS: _66_ rd et Cdy o
Mo cotzmz Oy Pre- Ao o2 . ot S0y =
Pr—— C5 Ft S WS Taaers — - Pt B T mi— o
Tacgees: > Pao Flaspcrme '
e - E ISEET™
- E
Thim e ey S T W e T S Tmta Ln Fece Ty This ix how ey e Tris = Boe ey tea Trim = hore ey -
v mle e——w S ———ct T —— - i P —rala Tt TETERG S - e CC Tt
——
P -
e ————
T ——— P B
Lrmae © ¥ S
S ® g rwy B e mcmom 3 CXR Sy
S P o L 1= S 3 . TS
Py
B Faas 3 g g ——
s -
O I PRy s = oow 2 IO CTE T B e T —— e R AT Ty T - T S——
e e S s - > -t O
e get mmeTcodm ot Lo S it = - = BRATE  The 8 O emarm et The TG SR & M A0 S PAEG e
= = - . - o = v, - o e T —— . R S 8 MG Fap M SR @ R, ChC— e =
U Sinepynes e . AT 3 T W, o —" A SR r—E
B —— s TG - s -t Ch TG h——s > TR
T e g o oo G - T ATEA . TG
o~
S e Me———
3m!a—n~: — s TG T TR S
e 3 CER S [ —————————

22 VIRGINIA vita.virginia.gov | Virginia IT Agency
—Z IT AGENCY

W\

\



EXAMPLE REPORTS - FULL REPORT (CONT.)

Phishing Term Appendix

Auto-Reply iz an action tracked whan a phishing email
has been replied 1o from an aulc-responder sed up for
the targat. The system looks for key phrasas 1o help
discam if user legifimaiely replied o & phishing email or
nol.

Deliverad iz how many smais have lelt our server. Thig
does nol confirm that the emaile have reached the
Inbox of the targst.

Hook Link is the UAL Bnk in the phishing email that
leads 1o the Landing Page or Training Pape.

Phi=h Time is how keng it took for tha phishing action o
occur afler it was seni.

Targels are the users/emsil address thal you ane
testing.

Uniqua/Normalized is & fafening filer placed on the
data so that each target ks only counted once per
categonyiaction lypa. For exgmple, a user may have
openad tha email three fimes but will only be counted
once for opening the email. That same user then may
have clicked on the link in the email twice but will onty
be counted once for cheking.

FULL REPORT - PHISHING TERM APPENDIX

Clicked Link in Emall mazns that the pimany Hook
Link was clicked in the phishing emall and the usar was
taken 1o the landing page. This action, along with
Viewed Landing Page, makes up repored Chicks:

Emaill Opened meaans that the amail was opened by
sither the tanget, security software, or email chent.

No Action maans that the target did not perform any
acfions on the phishing email (8.9_, Opening the email,
Clicking Hook L

Recelved Tralning ks how many tarpets have viewed
the training page attached to & phishing campaign.

Target Email iz one email sant 1o one Tarpet during a
Test (phishing campalgn).

Viewed Landing Page means that the Landing Page
was refreshed or navigated to by means ather than a
ek from the phishing email. Thiz action, along with
Cicked Link in Email, makes up reported Clicks.

Data Extended i any action beyond Clicking Link in
Emnail in severlty (a.g., Parformed Action, Download
Started, Rapbed, &

Falge Positive & &n action thal may have nat bean
committed by the target. Securlty softwars can open
and navigate links in an email and would trigger the
same actions in the syslem as & user. Onca thees
possibl lakse positives are identiied the IP addresses
peing used by the soltwans can be fikered out and no
lonper count against the tangeat.

Performed Action is the peneric lerm for completing
the Phishing Hook action on a template.

Replied iz an action racked when a phishing emai has
bean replied to from a tanget. The system delenmines
this reply was authentic from a user and didnt match as
an automated response.

Test is & single phishing campaign sent to single
Group of Targels.

Worst Action ks the mos! severe action that the tarpet
committed during the test. So. Il & tarpet opened the
email, clicked on a link, attempled a download, and
then opened the emal sgain, their worst action would
e alampled a download since it was the mos! sevens
action they did.

VIRGINIA
ZZ IT AGENCY
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EXAMPLE REPORTS - EXHAUSTIVE REPORT (CONT)

EXHAUSTIVE REPORT

INCLUDES: PSW - Amazon Discount Test #1 Template Information

TEST SUMMARY (SAME AS
FULL REPORT)

Kathy Test - Employee Discounts

Employee Discounts
Hook: Training Page

*  TEMPLATE INFORMATION R

Open Tracking Options: Both

Click Through Considered a Failure: Yes

From Name: Dept. of Human Resources Management
4 ACTl UN BREAKD UWN [L| M |TED From Email: hr@employee-center.com

Reply-To Email: hr@employee-center.com

Reply Tracking: No

TO 2500 ROWS)

Landing Page Settings

Domain: employee-center.com

Completion Message: N/A

° I P AD D R ES S U S E R H IT Completion Redirect: No Redirect
Training Page: SANS Training Page - Malicious Link
Data Submission as a Failure: No

LU CATI 0 N S Require All Fields Completed: No

PHISHING TERM APPENDIX

Vi
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EXAMPLE REPORTS - EXHAUSTIVE REPORT (CONT.)

EXHAUSTIVE REPORT ACTION BREAKDOWN TABLE*

PSW - Amazon Discount Test #1 Actions Breakdown

| . e B

Action Date Action Type Flltors Human Ringerprints Status
& Jahngon, Daan Dean.Johnsoniivita. vieginia. gov CSAM IRMWEB Toam
Tomplate: Kathy Test - Employoo Discounts Sort: 20210505 03:12:03 Worst: Clicked Link In Emal Swatm: Falled
May D5, 2021 10:00:16 EOT g h 48m 135) £maill Openad 4 Pra AHD Courved
May 05, 2021 10:00:16 EDT 0d Gh 48m 133) Clcked Link in Emall + Pra AHD Cousved
May D5, 2021 10:00:16 EDOT g Gh 48m 135) Viewod Trainkg Page 4 Pra AHD Courved
May 05, 2021 10:00:34 EDT d Gh 48m 315) Emall Openod 4+ P AHD Coumed
May D5, 2021 10:00:34 EOT @0d h 48m 313) Cloked Link in Emall + Pro AHD Courved
May 05, 2021 10:00:34 EDT 0d Gh 48m 315) Viewod Training Page + Pro AHD Courted

* Table is limited to 2500 rows

<
> o

|
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EXAMPLE REPORTS - REPEAT OFFERS REPORT

REPEAT OFFENDERS REPORT

INCLUDES:

 REPEAT OFFENDERS

* PHISHING TERM APPENDIX

Repeat Failures-By Date Report

SANS Phishing

Group: CSRM IR/WEB Team
Report Date: 04/05/2022 1:09 pm EDT
Prepared By: Kathy Bortle
Contact: kathy.bortle@vita.virginia.gov
3 VIRGINIA
s vita.virginia.gov | Virginia IT Agency
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EXAMPLE REPORTS - REPEAT OFFENDER

REPEAT OFFENDERS REPORT DETAIL

Repeat Offenders for CSRM IR/WEB Team

Created: May 04, 2021 13:03 EDT
Last Updated: Feb 17, 2022 10:48 EST
Service Type: manual
Auto Sync: Off
Smart Sync: Off
Active Targets: 4
i Email I Name [ Fallures | Last Falled Test [T 1
Dean Johnson@vita.virginia.gov Johnson, Dean 2 May 05, 2021 09:12 EDT 4 0
¢/5 ;/Tl KGGEl ﬁé@ vita.virginia.gov | © 2020 Virginia IT Agency



EXAMPLE CSV FILE

CSV FILE OF FULL RESULTS - IMPORTANT FIELDS

test name date test started date test ended
PSW - Amazon Discount 5/5/2021 9:12| 5/12/2021 18:12

|email address first name last name target is active optional 1 last tested last failed
|Dean.Johnson@vita.virginia.gov Dean Johnson yes FY22 3/7/2022 19:00 5/5/2021 10:00
|kathy.bortle@vita.virginia.gov  Kathy Bortle yes FY22 3/7/2022 19:00

unsent error bounced delivered opens clicks extended training reported auto_replied replied worst failed

0 0 0 1 2 2 0 2 0 0 0 0 1
| 0 0 0 1 0 0 0 0 0 0 0 0 0
> VIRGINIA e
vita.virginia.gov irginia gency
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GOING FORWARD




GOING FORWARD

QUARTERLY PHISHING CAMPAIGNS

The CSRM Threat Management Team will be performing COV Wide Phishing Campaigns once a quarter.
« The next campaign will be scheduled for June 2022.

« All details for the campaign will be shared with the ISOs, ATOS and the MSI prior to campaign start.

+ All account verification will be completed prior to campaign start.

+ ISOs will receive results once verified following the campaign.

* Results will include:
» Full Report
» Exhaustive Report if user actions are displayed
« CSVfiles of all results

» Repeat Offender reports if applicable

« Starting in July, we will be switching to the FY23 users for our phishing campaigns. These folks will be tested for the first
timein Q3 2022.

Vi
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QUESTIONS

QUESTIONS?

RGlNlA ita.virgini | Virginia ITA
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CONTACT INFORMATION

CONTACT INFO

Dean Johnson, Director of Threat Management
Dean.Johnson@vita.Virginia.gov
804-416-8785

Kathy Bortle, Incident Response Specialist
Kathy.borle@vita.Virginia.gov
804-416-6061

Jim Sturdevant, Sr., Incident Response Specialist
Jim.sturdevant@vita.Virginia.gov
804-416-6038
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Upcoming events




THE COMMONWEALTH OF VIRGINIA SECURITY CONFERENCE WILL BE HELD ON

AUG. 18, 2022, VIRTUALLY.

MORE DETAILS WILL BE FORTHCOMNG.

vita.virginia.gov | Virginia IT Agency



MAY 2022 ISCAG

May 4, 2022, from 1to 4 p.m.

Presenters:

Scott Debb/NSU

John Joseph/Obtegocyber
Samuel “Gene” Fishel/OAG
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THANK YOU FOR
ATTENDING!




